Lesson: Internet Safety Unit
Author: Sharon Kowalsky, MSLIS Student 2010 

Based on Cyber Skill lesson by Susanne Bang
BACKGROUND

Audience Description

This lesson plan is designed for 4th, 5th and 6th grade students at the Anna S. Kuhl Elementary School who visit the library in individual classes ranging in size from 25-34 students. 

This is a series of 4 lessons on Internet safety and etiquette. It can be assumed that students have already been taught to use print materials and some basic research skills. 
Needs Assessment Highlights

The students’ ability and motivational range varies greatly from student to student and class to class. While some students are greatly motivated, others have a low expectation for success. The abilities range and often the classes include inclusion classes that have students with varying learning disabilities. 
GOALS

AASL Standards Addressed 

3.1.6
Use information and technology skills ethically and responsibly. 

4.3.4
Practice safe and ethical behaviors in personal electronic communication and interaction. 

ISTE.NETS Standards Addressed

1.A
Apply existing knowledge to generate new ideas, products, or processes. 

3.C
Evaluate and select information sources and digital tools based on the 
appropriateness to specific tasks.

4.A
Identify and define authentic problems and significant questions for investigation.

5.A
Advocate and practice safe, legal, and responsible use of information and 
technology. 

5.B
Exhibit a positive attitude toward using technology that supports collaboration, 
leadership, and productivity. 

6.A
Understand and use technology systems.

6.B
Select and use applications effectively and productively. 

6.D
Transfer current knowledge to learning new technologies.
Specific Outcomes Taught 

Students will:

· Be able to define “cyberbullying.”

· Be able to discuss how to prevent and avoid cyberbullying.

· Be able to correctly use Internet tools according to proper online etiquette rules.

· Be able to correctly use technology for appropriate assignments and projects.

· Be able to safely use social networking tools.

· Be able to create safe and appropriate online profiles. 

REQUIRED MATERIALS

For Instructor

Computer with Internet access 
Projector

Access to Susanne Bang’s Wiki/Webquest: http://internetsafety2009.pbworks.com/ (this has links to resources students can use to find answers to questions)
For Students
Social networking worksheet

Pens or pencils

Blank paper to be used for poster design

Markers or crayons

(Alternative: Posters can be designed in art class or in computer class using graphic design or using Glog.com to create an online poster). 

LESSON 1: Cyberbullying
Anticipatory Set (Lead-In) 
Time allotted: 5 minutes
· Have students begin by discussing the difference between bullying and cyberbullying. 
· Has anyone in class ever been directly involved with a cyberbullying incident? 
· Explain that we will be making anti-bullying posters to be displayed. 
Step-By-Step Procedures (with Comprehension Checks) 

Time allotted: 15 minutes
· Hand out cyberbullying worksheets to each student.

· Introduce definitions to students. 
· Work together as a class to brainstorm what to do if you are cyberbullied, what the consequences can be for cyberbullies, and how to protect yourself and your friends from cyberbullies. 
· Discuss as a class how we can prevent bullying online and in texting and why we should protect ourselves and stand up for our friends.

· Students will begin to design their anti-bullying posters, using components of what we’ve discussed in class. This can be continued while students browse for books. 
 

Closure (Reflect Anticipatory Set) 
Time Allotted: 2 minutes

Ask students to name the key ideas to remember when it comes to preventing cyberbullying. 
Ask if there are any questions. 

LESSON 2: Netiquette

Anticipatory Set (Lead-In) 
Time allotted: 5 minutes
· Have students begin by discussing the difference between “etiquette” and “netiquette.” 

· Why is it easier to break etiquette rules online rather than in person? 

· Explain that we will be making netiquette posters to be displayed. 
Step-By-Step Procedures (with Comprehension Checks) 

Time allotted: 15 minutes
· Hand out netiquette worksheets to each student.

· Introduce definitions to students. 

· Work together as a class to brainstorm what behaviors should be avoided or encouraged online. 
· Discuss as a class how we can make sure our idea is understood.

· Discuss why it is harder for people to be read correctly online – why is body language so important?

· Students will begin to design their posters using components of what we’ve discussed in class. This can be continued while students browse for books. 
 

Closure (Reflect Anticipatory Set) 
Time Allotted: 2 minutes

Ask students to name the key ideas to remember when it comes to preventing cyberbullying. 

Ask if there are any questions. 

Assessment Based On Outcomes 
· Instructor will look through students’ posters to determine how well they followed directions.  
· Instructor will gauge comprehension based on class discussion and student reaction. 

· Students will be cognizant of cyber bullying and netiquette. 
· Students will be able to conduct higher-level thinking and reasoning skills as it relates to Internet evaluation and behavior. 

LESSON 3: Social Networking

Anticipatory Set (Lead-In) 
Time allotted: 5 minutes
· Have students begin by discussing known sites that they use for social networking. 

· Why do we use social networking sites? 

· Explain that we will be making social networking posters to be displayed. 
Step-By-Step Procedures (with Comprehension Checks) 

Time allotted: 15 minutes
· Hand out social networking worksheets to each student.

· Introduce definitions to students. 

· Work together as a class to brainstorm what behaviors should be avoided or encouraged online. 

· Discuss as a class what kind of people we should be friends with online.
· Discuss how we can change privacy settings to make ourselves safe. 
· Ask students to brainstorm what kind of information we should share and what should always be private.

· Students will begin to design their posters using components of what we’ve discussed in class. This can be continued while students browse for books. 
 

Closure (Reflect Anticipatory Set) 
Time Allotted: 2 minutes

Ask students to name the key ideas to remember when it comes to being safe while using social networking sites.
Ask if there are any questions. 

Assessment Based On Outcomes 
· Instructor will look through students’ posters to determine how well they followed directions.  
· Instructor will gauge comprehension based on class discussion and student reaction. 

· Students will be cognizant of social networking safety. 

· Students will be able to conduct higher-level thinking and reasoning skills as it relates to Internet evaluation and behavior. 

LESSON 4: Information Privacy

Anticipatory Set (Lead-In) 
Time allotted: 5 minutes
· Have students begin by discussing all the other sites we have learned about. What rules do we have to follow no matter what site we are on? 

· Why is it hard to be sure that your information is safe? 

· Explain that we will be making information privacy posters to be displayed. 
Step-By-Step Procedures (with Comprehension Checks) 

Time allotted: 15 minutes
· Hand out information safety worksheets to each student.

· Introduce definitions to students. 

· Work together as a class to brainstorm what behaviors should be avoided or encouraged online. 

· Discuss as a class how we can make sure that our information is private.
· Review information privacy as it relates to social networking, email, or cyberbullying. 
· As a class, fill in the Internet Safety Class Poster to create a list of how to be safe while using the Internet.

· Students will begin to design their posters using components of what we’ve discussed in class. This can be continued while students browse for books. 

 

Closure (Reflect Anticipatory Set) 
Time Allotted: 2 minutes

Ask students to name the key ideas to remember when it comes to preventing identity theft on the internet.
Ask if there are any questions. 

Assessment Based On Outcomes 
· Instructor will look through students’ posters to determine how well they followed directions.  
· Instructor will gauge comprehension based on class discussion and student reaction. 

· Instructor may administer internet safety quiz to determine how much students have retained from lessons.

· Students will be cognizant of internet safety. 

· Students will be able to conduct higher-level thinking and reasoning skills as it relates to Internet evaluation and behavior. 
OPTIONAL
Adaptations (For Students with Learning Disabilities) 
These lessons are quite flexible and can be done with little instructor input or with a much more guided approach. 
Extensions (For Gifted Students) 
To expand on this, the instructor may work in the computer lab and lead students using a Webquest to have students conduct their own research on each aspect of internet safety. Students may also try to find answers to the worksheet by themselves rather than completing it as a class. 
Possible Connections to Other Subjects 
This introduction can be used in the classroom with any core subject area but is especially relevant to heath and current events. Students may use these tools to work on various class assignments in collaboration with a classroom teacher. 
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